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GDPR, the story
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How to prepare and implement
Alun Rogers, Director and Co-owner — risual
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Supporting GDPR with Technology
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Break for lunch
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Accelerate GDPR compliance
with the Microsoft Cloud

Michael Wignall - @mdwigs
Chief Technology Officer — Microsoft UK

This presentation is intended to provide an overview of GDPR and is not a definitive statement of the law.



"Make no mistake, the GDPR sets a new
and higher bar for privacy rights, for
security, and for compliance.

And while your journey to GDPR may
seem challenging, Microsoft is here to
help all of our customers around the
world!

Brad Smith

President & Chief Legal Officer
Microsoft Corporation




roviding clarity and consistency for the
orotection of personal data

The General Data Protection ® Enhanced personal privacy rights
Regulation (GDPR) imposes new

rules on organizations in the European ® Increased duty for protecting data
Union (EU) and those that offer goods
and services to people in the EU, or that ® Mandatory breach reporting

collect and analyze data tied to EU

residents, no matter where they are
located J @® Significant penalties for non-compliance

Microsoft believes the GDPR is an important step forward for clarifying and enabling individual privacy rights



What are theﬁy changes to address the GDPR?
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Personal Controls and Transparent IT and training
privacy notifications policies
Individuals have the right to: Organizations will need to: Organizations are required Organizations will need to:
» Access their personal * Protect personal data o » Train privacy personnel
data using appropriate security * Provide clear notice of & employee
« Correct errors in their * Notify authorities of data collection * Audit and update data
. personal data ' personal data breaches * Outline processing policies

«  Erase their personal data purposes and use cases

« Obtain appropriate
consents for processing

data

* Keep records detailing
data processing

» Employ a Data
» Define data retention Protection Officer (if

* Object to processing of )
; p 2 and deletion policies required)

their personal data

+  Create & manage
compliant vendor
contracts

Export personal data



What does this mean for my data?

Stricter control on where Better data governance
personal data is stored and tools for better transparency,
how it is used recordkeeping and reporting

Protecting customer
privacy with GDPR

Improved data policies to
provide control to data subjects
and ensure lawful processing
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| Supporting our customers with
T contractual commitments

We will stand behind you with contractual commitments
for our cloud services that:

- Meet stringent security requirements
- Support customers in managing data subject requests
- Provide documentation that enables customers to

demonstrate compliance for all the other requirements
of the GDPR applicable to processors and more

Microsoft was the first major cloud services provider to
make these commitments to its customers. Our goal is to
simplify compliance for our customers with both the
GDPR and other major regulations.




Preparing for the GDPR

GDPR

Compliance

Simplify your Uncover risk & Leverage guidance
privacy journey take action from experts
Elevate your privacy practices Use our solutions to expose areas of Use our partner network to help you
with our cloud risk and respond with agility and meet your privacy, security, and

confidence compliance goals



Simplity your privacy journey

Centralize, Protect, Comply with the Cloud

Process all in one place

Centralize processing in a single system, simplifying data management,
governance, classification, and oversight.

Maximize your protections

Protect data with industry leading encryption and security technology
that's always up-to-date and assessed by experts.

Streamline your compliance

Utilize services that already comply with complex, internationally-
recognized standards to more easily meet new requirements, such as
facilitating the requests of data subjects.




Uncover risk and take action

Discover data across
systems

% Govern access and

processing

(6 &) Protect through
the entire lifecycle

* Easily discover and catalog
data sources

* Increase visibility with auditing
capabilities

* [dentify where personal info
resides across devices, apps
and platforms

* Enforce use policies and access
controls across your systems

» Classify data for simplified
compliance

* Easily respond to data requests
and transparency requirements

* Protect user credentials with
risk-based conditional access

» Safeguard data with built-in
encryption technologies

* Rapidly respond to intrusions
with built-in controls to detect
and respond to data breaches




Leverage guidance from experts
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Learn from our Leverage our GDPR Engage our global
experience preparation resources partner ecosystem



How do | get started?

Identify what personal data you have and
where it resides

Govern how personal data is used
and accessed

Establish security controls to prevent, detect,
and respond to vulnerabilities & data breaches

Keep required documentation, manage data
requests and breach notifications
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Data Loss Prevention Active Directory
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Threat Intelligence

N7 Security Center
eDiscovery
o } @ Microsoft
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Threat Detection
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Transparent Data Encryption

Always Encrypted



© Discover:

[dentity what personal data you have and

where it resides

In-scope:

Any data that helps you

identify a person

« Name
 Email address
 Social media posts

* Physical,
physiological, or
genetic information

« Medical information
 Location

« Bank details

 |P address

« Cookies

« Cultural identity

Inventory:

Identifying where
personal data is

collected and stored

Emails
Documents
Databases
Removable media
Metadata

Log files

Backups

Example solutions

Microsoft Azure Data Catalog

Microsoft Cloud App Security

Audit Data & User Activity
Reporting & Analytics

Data Loss Prevention
Advanced Data Governance
Office 365 eDiscovery

SQL Query Language

Windows Search



© Manage:

Govern how personal data is used and
accessed within your organization

Data governance:
Defining policies, roles
and responsibilities for
the management and
use of personal data

At rest

In process
In transit
Storing
Recovery
Archiving
Retaining
Disposal

Data classification:
Organizing and labeling
data to ensure proper
handling

Types
Sensitivity
Context / use
Ownership
Custodians
Administrators
Users

Example solutions

Azure Active Directory
Azure Information Protection
Azure Role-Based Access Control (RBAQ)

Azure Information Protection

Security Concepts

Advanced Data Governance
Journaling (Exchange Online)

Microsoft Data Classification Toolkit




© Protect:

Establish security controls to prevent,
detect, and respond to vulnerabilities and
data breaches Azure Key Vault

Azure Security Center
Azure Storage Services Encryption

Example solutions

Preventing data Detecting &
attacks: responding to
Protecting your data breaches: Azure Active Directory Premium
Physical datacenter UL L@ 7 Bl Microsoft Intune
protection detecting system
Network security intrusions
Storage security - System monitoring Advanced Threat Protection
Compute security - Breach identification Thre S igenge
Ident|ty management ° Calculating impact
Access control . )
. Planned response Transparent data encryption
Encryption - Disaster recovery Always Encrypted
Risk mitigation - Notifying DPA &
customers

Windows Defender Advanced Threat Protection
Windows Hello
Device Guard




O Report:

Keep required documentation, manage
data requests and breach notifications

Record-keeping:

Enterprises will need to

record the:

Purposes of
processing

Classifications of
personal data

Third-parties with
access to the data

Organizational and
technical security
measures

Data retention times

Reporting tools:

Implement reporting
capabilities

Cloud services
(processor)
documentation

Audit logs
Breach notifications

Handling Data Subject
Requests

Governance reporting
Compliance reviews

Example solutions

Service Trust Portal

Azure Auditing & Logging
Azure Data Lake
Azure Monitor

Azure Information Protection

Reporting & Analytics

Service Assurance
Office 365 Audit Logs
Customer Lockbox

Windows Defender Advanced Threat Protection




Resources

Microsoft.com/GDPR
 GDPR Assessment Tool
* Guidance
* Whitepapers
« GDPR FA.Q
* Solutions
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Alun Rogers

Co-founder and Director of risual Ltd
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Consulting Services Skills Solutions
plan | implement monitor | optimise develop | adopt sector | software

Values: Honesty, Openness and Trust. These core values are embedded in everything we do from delivering new and
exciting technology solutions to the work we undertake within the community on a monthly basis.
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Incident

Problem
Management

@ Office 365 Consumption Report Pack Management

Ca Azure Consumption Report Pack

Incident
Breakdown
Reports

Daily System
Checks
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License Consumption and Reporting

o Daily Health Checks
g!E Patching and Updating

SQL DBA Services
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Sector Specific

/@\ Tafiflored
. Offerings
RARR .

Industry Development

(11
*Tp Dedicated Industry Business Manager

e Customised Offerings to Meet Industry Challenges

. Award Winning Work in Government

Reference Customers

@ Multiple Awards in Emergency Services

8 8 Working Collaboratively With Sectors

@ SOCITIM Alignment
» —
Building Long Term Relationships

L LongTerm Il Microsoft
Partnerships HE Influence

Software and
Consultancy
Industry Solutions

=]
Led By Industry Experts

9‘ Award Winning Development Team

X0
ﬁ Out-the-Box Digital Disruption

n Driving
& Transformation

)0 Managed Delivery

Continuous Patching and Updating
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7 DevOps
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® Agile

Continuous
Testing
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v Safeguarding Services
% Mobile First Solutions

s
Dynamics Case Management

@ NHS Guardian Management

|ﬁl.‘ Cross-Platform

‘1 UK In-House Support

% Development



risual’s approach to GDPR

Abby Williams
Business Analyst




GDPR Compliance

* You will always be working towards compliance

* Looking for companies to be working towards compliancy
 Continuous action plan

» Data Protection Officer and Working Group

 Replacing Data Protection Act to keep up with the digitalised
world

 Review continuously




Diffefences from the Data Protection Act

DPA GDPR

Maximum penalty £500,000 4% of annual global revenue or
€20 million (whichever is greater)

Responsibility Data Controllers only Data Controllers and Processors

Breach notifications Not mandatory for most org. Mandatory within 72 hours

Parental consent No Required

Accountability — owner of process  Limited Explicit

or data

Subject access requests £10 fee chargeable, respond within  Free of charge, respond within 30
40 days days

Data consent Freely given, specific and informed Clear, affirmative action with the

ability to be withdrawn at a later
date.




Common-pain points

* Telemarketing Process — record, tell customer the call is being
recorded, consent to stay in touch

« Consent in general — Opt in instead of Opt Out
* Cleansing and retaining data
» Discovery of data for subject requests

* Reqularity of contact — 6 months new customers, 18 months
current customers

e Training — DPO and across board in the company
« Managing it continuously and improving




Privacy

» Part of taking a privacy by design approach:
« promote privacy and data protection compliance from the start
* Minimises risks and builds trust
* Increases awareness of privacy and data protection across board
e Less likely to breach the DPA

* |dentify and reduce the privacy risks of projects

 Reduce the risk of harm to individuals through misuse of personal
information

* Not a legal requirement but demonstrates to the ICO that you are
complying to the DPA when data processing

* Privacy by Design
* Privacy Impact Assessments




Brea€hes-and.requests of information

 Breaches must be reported to ICO within 72 hours of finding them

* 1 month to reply to information requests (rather than 40 days)
 Refuse or charge for requests if excessive

* subject must be told and they have the right to complain to the
supervisory authority

* At the latest within T month of the request

* This could use the right to be forgotten

* Processing technology must be in place to delete data in response to a
request




risual_General-DataProtection Regulation Process

Technical
Engagement

Pre-

assessment Gap Analysis ana Recommendations Next Steps »

Business Process
Engagement

Data Flows

Questionnaire

Implement
Recommendations




GDPR Analysis

« Microsoft based questionnaire to gauge maturity
* Department Interviews

e Information flows — Visio

« Gap analysis

« Recommendations (Technology and Business)
* Action plan (risks and prioritisation)




e

GDPR and
Technology

Stefanie Jacobs
Stefanie Jacobs@Microsoft.com

This presentation is intended to provide an overview and is not a definitive statement of the law.



With the GDPR, it is critical to recognize that
compliance is a shared responsibility




Top GDPR considerations

Processing
agreements

, >y % Subject access
Proof of (o , ~ requests
consent R T - INncreasing In
-, . frequency

Right to
rectification

Privacy notices
providing
increased

transparency

Data transfers

Transaction Data - o Privacy by
data holds portability design

Privacy
impact
assessments



How does Office 365 help today?

Discover Manage Protect Report

A P fil

Identify Control Set retention Classify Safeguard Respond to Record- Transparency

personal data access policies content environment threats keeping assurances

» Utilize eDiscovery templates to * Use Advanced eDiscovery to * Protect email from today’s » Conduct risk assessments using
identify types of personal data export and/or delete personal sophisticated malware attacks built-in tools in the Service
data from Exchange, SharePoint, with Advanced Threat Protection Assurance Dashboard

* Easily find, classify, set policies

on and manage data with IS * Prevent sensitive records from * Track and report on user
Advanced Data Governance » Archive and preserve content being used by unauthorized users activities with detailed Audit
across your Office 365 systems with Data Loss Protection Logs
* Automatically protect against * Proactively uncover and protect
accidental disclosure by against advanced threats and
enforcing policy on sensitive risks with Threat Intelligence and

data Advanced Security Management



Office 365

100,000

searches
run daily

Security &
Compliance
Center

On by

default for
E3 & E5

1 billion
events
collected
daily

Exchange

Online

Opt-in
for all

0365

tenants

Azure
Active

Directory

4,000
distinct

events
tracked

SharePoint
Online



”Our mission IS to
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empower every
person and every
organization on the
planet to achieve
more. 1/

Satya Nadella
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Break for Lunch




